A scheme for pseudo-random binary sequence generation based on the two-dimensional discrete-time Hénon map is proposed. Properties of the proposed sequences pertaining to linear complexity, linear complexity profile, correlation and auto-correlation are investigated. All these properties of the sequences suggest a strong resemblance to random sequences. Results of statistical testing of the sequences are found encouraging. An attempt is made to estimate the keyspace size if the proposed scheme is used for cryptographic applications. The keyspace size is found to be large and is dependent on the precision of the computing platform used.
Introduction
Pseudo-random number sequences are useful in many applications including monte-carlo simulation, spread spectrum communications, steganography and cryptography. Conventionally, pseudo-random sequence generators based on linear congruential methods and feedback shift-registers are popular [Knuth 1998 ]. For cryptographic applications, several algorithms such as ANSI X9.17 and FIPS 186 are found to be popular [Menezes et al 1997] . In recent times, several researchers have been exploring the idea of using chaotic dynamical systems for this purpose [Falcioni et al 2006 , Kocarev 2001 , Woodcock & Smart 1998 ]. The random-like, unpredictable dynamics of chaotic systems, their inherent determinism and simplicity of realization suggests their potential for exploitation as pseudo-random number generators.
Cryptographic schemes based on chaos have been classified as 1) discretetime discrete-value schemes 2) discrete-time continuous-value schemes and 3) continuous-time continuous-value schemes [Dachselt & Schwarz 2001] . All conventional cryptographic schemes act on discrete symbols such as bits, integers, characters and symbols and can be grouped into the first category, that of discrete-time discrete-value schemes. In this paper, a scheme for obtaining a pseudo-random binary sequence from the two-dimensional chaotic Hénon map is explored. Needless to say, since the sequence is a discrete-time discrete-value signal, any cryptographic application of the same can be grouped under the first of the three classes mentioned above.
The Hénon Map
An N -dimensional discrete-time dynamical system is an iterative map f : ℜ N → ℜ N of the form
where k = 0, 1, . . . is the discrete time and X ∈ ℜ N is the state. Starting from X 0 , the initial state, repeated iteration of (1) gives rise to a series of states known as an orbit. An example is the Hénon map, a twodimensional discrete-time nonlinear dynamical system represented by the state equations [Hénon 1976 , Alligood et al 1997 , Peitgen et al 2004 , Kumar 1996 , Crutchfield et al 1986 , Gleick 1997 
Here, (x, y) is the two-dimensional state of the system. The state-plane diagram for α = 1.4 and β = 0.3 for this map is shown in Fig. 1 . The diagram is a strange attractor popularly known as the Hénon attractor. In this paper, the Hénon map shall be considered a representative example of 2-dimensional chaotic maps for the generation of pseudorandom sequences. 
Pseudorandom Sequence Generation Scheme
Generating a pseudorandom binary sequence from the orbit of a chaotic map essentially requires mapping the state of the system to {0, 1}. For the Hénon map, consider the two bits b x and b y derived respectively from the x and y state-variables as follows:
Here, τ x and τ y are appropriately chosen threshold values for state-variables x and y. τ x should be chosen such that the likelihood of x > τ x is equal to that of x ≤ τ x . The median of a large set of numbers has precisely this property. Therefore, we choose τ x as the median of a large number (T ) of consecutive values of x. Similarly, we assign to τ y , the value of the median of T consecutive values of y. Thus, two streams of bits
are obtained from the map. Consider the bit-stream B x formed by choosing every P th bit of S x , i.e., B x = b
. Consider the similarly formed bit-stream
. Let us denote the jth bit of these two sequences respectively as B x (j) and B y (j). Then, the pseudo-random output bit O is chosen as per the following rule:
if B y (j − 2) = 1 and B y (j − 1) = 0 ; B y (j) if B y (j − 2) = 1 and B y (j − 1) = 1 .
Here, B x and B y respectively denote the logical inverse of B x and B y . For j = 0, B y (−2) and B y (−1) can arbitrarily be assumed to be 0. The author has found that generated pseudorandom sequences have good statistical properties when P is large. The author has used P between 75 and 5000 depending on the available time for computation and the length of the sequence required. In this paper, sequences generated using this method are called Hénon map sequences.
Linear Complexity Properties
A Linear Feedback Shift Register (LFSR) is said to generate an N -bit sequence W if for some initial state, the first N bits of the output sequence of the LFSR are the same as W [Golomb 1964 , Golomb 1982 . The length of the shortest LFSR that generates W is known as its Linear Complexity.
The author has measured the linear complexity of a large number of evenlength Hénon map sequences using the Berlekamp-Massey Algorithm (BMA) [Massey 1969 ]. The linear complexities obtained for each sequence-length were found to follow a certain probabilistic pattern. In particular, the probability of the linear complexity C of an N -bit sequence being equal to c (c < N ), when N is even, was found to be very close to
To illustrate the correctness of this conjecture, the experimentally determined distribution of linear complexities for 64-bit Hénon map sequences is shown in figure 2 a) alongside the conjectured distribution in figure 2 b) that has been computed using (6). The mean value of linear complexities obtained in this experiment was found to be 32.2083. The expectation of linear complexity for a 64-bit random sequence is 32.2222 and is found to be very close to that of the Hénon map sequences [Menezes et al 1997] . The variance of linear complexities of 64-bit sequences obtained by experiment was 1.0811 against 1.0617 for random sequences.
Similarly, the probability of the linear complexity C assuming the value c (c < N ) when N is odd was found to be very close to
Again, in fig. 3 a) , the experimental distribution is shown along with the experimentally determined distribution in fig. 3 b) for 65-bit Hénon map sequences. The experimentally measured mean of linear complexities of these sequences was 32.7663 against the expected 32.7778 for random sequences. Also, a) experimental b) as per (6) Figure 2: Probability Distribution of Linear Complexity: 64-bit sequences the measured variance of linear complexities stands at 1.1177 against 1.0617 for random sequences [Menezes et al 1997] .
a) experimental b) as per (7) Figure 3: Probability Distribution of Linear Complexity: 65-bit sequences Let W be an N -bit binary sequence. Let W i (i = 1, 2, . . . , N ) denote the subsequence of W consisting of its first i bits. Let C i denote the linear complexity of W i . Then the sequence of linear complexities (C 1 , C 2 , C 3 , . . . , C N ) is known as the linear complexity profile of W . For random sequences, the linear complexity profile is expected to be very close to the C i = i/2 line (Menezes et al 1997) . The linear complexity profile of a sample 553-bit sequence was determined using the Berlekamp-Massey Algorithm. The obtained profile is shown in fig. 4 and can be seen to be very close to the C i = i/2 line. 
Correlation Properties
Consider two N -bit binary sequences U and V . Let A be the number of bit-bybit agreements between the two. The number of bit-by-bit disagreements must be D = (N − A). Then the correlation θ of the two sequences is defined as
Theorem 1 If U and V are two N -bit random binary sequences, the probability of their correlation θ assuming the value Θ is given by
for odd N.
The probability is zero for other values of Θ.
Proof: Since the probability of occurrence of a one is the same as the probability of occurrence of a zero in a truly random sequence, the probability of occurrence of an agreement (p = 0.5) is the same as the probability of occurrence of a disagreement (1 − p = 0.5) in a pair of such sequences. Therefore, the number of agreements A in a pair of such sequences is a random variable that follows the binomial distribution with mean µ = N/2 and standard deviation σ = √ N /2. Therefore
Applying the Normal approximation to the binomial distribution [Keeping 1962 , Ramasubramanian 1997 ,
The correlation θ is related to the number of agreements A as
As A ∈ {0, 1, 2, . . . , N }, θ ∈ −1,
Clearly, the probability of θ assuming any other value is zero. By (11) and (12), if Θ belongs to the above set of valid values,
which completes the proof.
The correlation between pairs of Hénon map sequences was experimentally determined and the probability distribution was found to be very close to that of (9). As an illustration, the probability distribution for 127-bit Hénon map sequences and the expected distribution for random sequences are shown in (9) The correlation of a sequence with a cyclic-shift of itself is known as its cyclic auto-correlation. Let W be an N -bit sequence and W j denote W cyclically rightshifted by j bits. Then the cyclic auto-correlation function of W is defined as R (j) = θ W, W j . The (cyclic) auto-correlation function of a random sequence is expected to be unity at j = 0 and close to zero at all other values of j. This indeed was found to be the case with Hénon map sequnces. The auto-correlation function of a 2000-bit Hénon map sequence is shown in fig. 6 . In the figure, a negative value of shift signifies cyclic left-shifting by an amount equal to the magnitude. 
Statistical Testing
A number of sequences were generated by the algorithm and were subjected to statistical tests. The tests carried out were Menezes et al's basic tests of randomness [Menezes et al 1997] 
Statistical Test Results

Menezes et al's basic tests of randomness
Two 128-bit sequences R 1 and R 2 were generated using parameters shown in table 1. The notation used for test-statistics is the same as those in (Menezes et al 1997) . The statistic X 5 of the auto-correlation test is a function of the value of the relative circular shift. In this case, the value of the relative circular shift is shown in brackets. For example, the statistic obtained by running the auto-correlation test on the sequence and its 3-shifted version is denoted by X 5 (3). A similar notation is used for the statistic X 3 of the poker test where X 3 depends on the length of the non-overlapping sub-sequences. 
FIPS 140-1
Testing for compliance with FIPS 140-1 is required to be carried out with sequences of 20,000 bits. Five sequences S 1 through S 5 were generated using parameters shown in table 3. The results of the tests on the sequences are shown in table 4.
NIST Statistical Test Suite
For each test-run of the test-suite, a sequence of 2 × 10 8 bits was generated and the test-suite was configured to consider this sequence as 200 sequences of 1 × 10 6 bits each. This set of 200 sequences was subjected to statistical testing in each case. In this manner, the distribution of failures could also be examined by the test-suite and appropriate analysis could be carried out.
The test was carried out on two sets U 1 and U 2 of 200-samples each. The parameters used for generating these sets of sequences are shown in table 5.
For a sample of 200 sequences, the minimum proportion of sequences required to pass all the tests of the suite other than the random excursions (variant) test is 0.968893. The proportion of sequences passing these tests was found to be larger than this threshold. For the random excursions (variant) test, the Table 4 : Testing for FIPS 140-1 required minimum passing proportion was found to be 0.961540 and 0.962864 for U 1 and U 2 respectively. U 1 and U 2 were found to meet this requirement also. The author has noticed, however, that some of the sequences that pass the FIPS 140-1 and Menezes' tests do not pass the NIST suite of tests. For example, a set of sequences generated using the same parameters as R 1 was found to fail in the NIST suite. The author has found that passing the NIST suite requires a more careful choice of the parameters. In this case, increasing the value of T to a sufficiently large value resulted in the sequences passing the NIST suite.
Keyspace Size
The properties of Hénon map sequences presented in the preceding sections demonstrate that they are potential candidates for cryptographic applications. A Hénon map sequence can be used, for example, can be directly ExclusiveORed, bit-by-bit, with a data sequence of the same length. values of α, β, x 0 , y 0 and the sampling-factor P together can form the key. In this section, an attempt is made to estimate the size of the keyspace for such a cipher. The author has found that α in (1.16, 1.41) and β in (0.2, 0.3) are useful for generating sequences with the desired statistical properties. Also, we can assume x 0 to lie in (−1, 1) and y 0 to lie in (−0.35, 0.35) . P can be assumed within (80, 1000). Though these limits are in no way binding or accurate, they should give a reasonable estimate of the size of the keyspace. The size of the keyspace then depends on the precision of the computing platform on which the cipher algorithm is implemented. With 32-bit floating-point numbers of the IEEE format, the smallest possible increment (ǫ) is ǫ 32 ≈ 1.1921 × 10 −7 . With 64-bit floating-point numbers this value is ǫ 64 ≈ 2.2204 × 10 −16 . Letα indicate the size of the interval over which α can span i.e.α = 1.41 − 1.16. Let β,x 0 ,ŷ 0 andP have correspondingly similar meaning. Since P is an integer, P = 1000 − 80. Then, the number of representable values of α on the applicable computing platform can be computed as K α =α/ǫ. Such a calculation can easily be carried out using logarithms. Similarly, K β , K x0 and K y0 can also be calculated. K P =P . Since the parameters are used together, the size of the keyspace
The logarithm of this figure, to the base 2, gives an estimate of the length of a single binary key which contains all the information required to generate the pseudo-random sequence. The value of log 2 (K) for 32-bit and 64-bit precision was found to be 97 and 213 respectively. The size of the keyspace can be further increased by increasing the precision of floating-point representation.
Concluding Remarks
Though chaotic orbits of discrete-time maps are non-periodic in nature, because of finite precision of digital computers the orbits actually turn out to be periodic. The average period of an orbit of a two-dimensional map can be expected to be longer than that of a one-dimensional map. To overcome the inevitable periodicity in digital computation, Shujun et al have used simple LFSR-based perturbation generators to perturb the parameters of the dynamical systems used [Shujun et al 2001] . Though they have used perturbed one-dimensional maps in couple-chaotic-system-based pseudorandom sequence generators, the same technique should be directly applicable to the present algorithm and is a feasible way of defeating the periodicity.
The periodicity inherent in digital-computer implementations is not a problem in maps realized on an analog-computer. The Hénon map, due to its polynomial form, can be realized in the form of an electronic circuit using analogmultipliers, sample-and-hold blocks and operational amplifiers. Such a realization of the logistic map has already been studied [Suneel 2006] . The advantage of an analog realization of chaotic maps is that due to natural variations in circuit parameters and conditions, practically identical systems provided with practically identical conditions generate sequences that quickly diverge and become un-correlated within a short time. Therefore, such implementations may actually turn out to be truly random (as opposed to pseudorandom) sequence generators.
The choice of the Hénon map for the work in this paper was rather arbitrary. The author believes that similar results should also be attainable with other two-dimensional maps.
The linear complexity and correlation properties of the proposed sequences suggest a strong similarity to random sequences. Results of statistical tests carried out confirm this further. A large size of the keyspace suggests strong candidature for cryptographic applications, especially for stream cipher cryptography. Possible cryptanalysis techniques for these sequences is an open subject.
